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What is the GDPR?
European legislation
Protects individuals
Governs processing of personal data
Principles and enhanced rights
Privacy by Design
Effective from 25 May 2018

• All organisations that process
personal data have to comply with
this new Law, irrespective of size
• In the UK, the Information
Commissioners Office is
responsible for ensuring
compliance, and can impose heavy
penalties for not doing so
• This regulation is designed to
ensure that Personal data is
protected effectively and is not
used for purposes for which it was
not collected in the first instance
• Organisations need to ensure that
their business processes support
data privacy and be able to
demonstrate that
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What is personal data
Sensitive
Personal
Data

Personal
Data

Personally
Identifiable
information
Pseudonymised
data

• Personal Identifiable Information
is any single piece of data, or
combination of pieces of data,
that:
• Identify an individual directly or
• Makes that person identifiable

• Sensitive (or Special Category)
Personal Data includes things such
as information about children,
religious beliefs, health data etc.
• Pseudonymised Data is where
information that would normally
identify someone (e.g. NI number,
name etc) has been replaced with
an alternative value
• All of these types of data are
subject to the controls laid out in
the GDPR

GDPR Principles
2. Purpose
limitation

1. Fairness &
transparency

6. Storage
limitation

Principles

5. Security

3. Data
minimisation

4. Accuracy

• The GDPR is a principles
based piece of legislation;
that means that there are
many areas where the
provision within it can be
interpreted in different ways
and it is up to each company
to decide how they achieve
compliance
• The 6 key principles are
summarised in this diagram
but further information can
be found on the ICO website
www.ico.org.uk
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Data Subject Rights
Right to be
informed

You have the right to be told about what data we collect, what we use it for, how and how
long we will store it. This is all provided via the LCC Data Privacy Notice.

Right of access

You have the right to be told, upon request, what information we are holing on file about
you. LSC can provide this information electronically.

Right to rectification

You have the right to ask us to correct any information we hold if you believe it is incorrect.
We aim to keep all information up to date and accurate and appreciate your assistance to
do this.

Right to erasure

You have the right to ask us to erase any data that you do not believe we should be storing.
We will do this wherever we can as long as that erasure does not stop us meeting our legal
and regulatory obligations or ability to provide service.

Right to restrict

LCC, through its Privacy Notice, tells you how and why we use any data we hold on you. If
you believe we are using it for any other purpose then you can ask us to stop any other
processing. Our aim is never to do that in the first place.

Right to data
portability

Where you feel we have information that you would like to transfer to another third-party,
you can ask us to provide the data in a useable format. Where possible, we will send the
information to you electronically.

Right to object

Similar to your right to restrict how we use your data, you can object to us using the data for
a purpose we did not tell you about. Where this is not required for legal and regulatory
purposes we will desist but, again, our aim is never to do this in the first place.
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LSC is able to
act on any
requests , as
required, and
will respond
within 30
calendar days
Send any
requests to the
Data Protection
Officer at
through the
Club Secretary

Data Breach
Accidental Destruction
Non-Approved Amendment
Data Loss
Cyber Security Incident (Hack)
Accidental Disclosure

• You will be aware that there have been instances where
companies have lost customers’ data. However, under
GDPR, a “breach” is any of the circumstances shown here
rather than just loss
• If LSC were to suffer a breach that we believe resulted in
any harm to our members, we will inform the ICO
(Information Commissioner’s Office) within 72 hours
• If we believe there is risk of harm to you, we will also
inform you within 72 hours
• We have, however, taken technical and operational steps
to minimise the risk of these events happening.
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Protecting Your Data
We know that the security of your data is critical to both your peace of mind and our
reputation and we have taken technical steps to make sure both are maintained
We use Draytek hardware firewall to prevent unauthorised access to control
access to LSC hardware containing your personal data.
Remote access to our central electronic disk storage is limited to a very small
number of people through VPN and is password protected.
All office computers on which your data is stored, or through which it is
accessed, are protected by Trend Micro client server antivirus software
which is updated frequently.
The Club server is backed up daily using RAID mirroring of the hard drives
for fault tolerance and increased security.
All website files and databases are encrypted and backed up every 4 hours.

Where to go with questions
• Read the ICO “Guide to GDPR”
• Visit the ICO website at www.ico.org.uk
• Email the LSC Club Secretary
clubsecretary@littleshipclub.co.uk

